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Content of This Course

* Real-time bidding based display advertising
e User tracking and profiling
* Real-time bidding strategies

* Fraud detection



Display Advertising
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Display Advertising
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Advertisers
with ad budget

Users

user information matching Sl [erarrat

* Advertiser targets a segment of users
* No matter what the user is searching or reading
* Intermediary matches users and ads by user information



Internet Advertising Frontier:
Real-Time Bidding (RTB) based Display Advertising

What is Real-Time Bidding?

e Every online ad view can be evaluated, bought, and sold, all
individually, and all instantaneously.

* Instead of buying keywords or a bundle of ad views,
advertisers are now buying users directly.

* Behavioral targeting: it is possible now to track user actions
resulted from an online campaign, advertising optimization
becomes more resembling to that of the financial market
trading and tends to be driven by the marketing profit and
return-on-investment (ROI).



An Example of RTB

Suppose a student regularly reads articles on emarketer.com

‘© - Marketer.

Research Topics Products

Why eMarketer

Advertisers Continue Rapid
Adoption of Programmatic Buying

By 2017, advertisers will spend more than $9 billion on

RTB

Nov 26, 2013

[ Share | ¥ Print Email

Advertisers are spending more than expected on real-time bidding, which is
expected to account for a significant share of all display ad spending in the US

billions, % change and % of total digital display ad spending
94.5% $9.03

2013 2014
N RTE digital display ad spending
W % change W % of total digital display ad spending

Note: inciudes ail display formats served to all devices
Source: eMarketer, Dec 2013

166097 Wi eMBrketer com

awuveoL I.IDJLLE_ WVALLLLL LIV IUUTD AN L
continues its rapid transition from
infancy to a well-established display
purchase method in just a few years.

eMarketer projects RTB digital
display ad spending in the US will
account for 29.0% of total US digital
display ad spending by 2017, or $9.03
billion. In 2013, it will account for
19.0%, or $3.37 billion. These
estimates are revised slightly upward
from our previous forecast in August

Customer Stories Articles

Latest from eMarketer

Latest Articles & |atest Webinars

Hispanic Gen Xers Lead in Daily Tablet Usage

Chrysler's Multichannel Approach to Online Video
Gets Greater Recall

Android Rules UK Smartphone Sales

More Articles » eMarketer Daily Newsletter »

MARKETING

EMAIL MARKETERS

WATCH THE VIDEO.
DO WHAT CAN NOW BE DONE. ®

Content-related ads

Contact
Sign-Up

®

Contact
Sign-Up

HEOIH



An Example of RTB

He recently checked the London hotels

s 3
BOOk[ng Recently viewed Lists A Weinan Zhang e )

Browse by destination theme  Shopping  Fine Dining  Culture  Sightseeing  Monuments  Relaxation

home greater londaon london search results

18,378 properties 1,824 properties 1,574 properties Lendon, 2 adults, 11 nights {Jul 14 - Jul 25) Change dates

(In fact, no login is required)

ondon is a top choice with fellow travelers on your selected dates reserved).

Search London i hoice with fell I lected dates (48% d
Tip: Prices might be higher than normal, so try searching with different dates if possible.

Destination/Haotel Name: 4 " Try previous week Try next week

Q London resenved T e

Distance: | 16 miles v

930 out of 1857 properties are available in and around London
Check-in Date Showing 1-15

1 Mon 14 ¥ || July 2014 v
Sort by, Stars ¥ Location ¥ Price ¥ Review Score ¥ m @ Map
CReCk-DUL DR | rmrmmm o oSS SoSsSSoosososssoeosoos
U Fi2s v | July 2014 v Park Plaza Victoria London Q1136 Very good 8.5
Central London. Westminster, London - &d Mearby stop Score from 1137 reviews
| | don't have specific dates yet

Guests| 2 Adults (1 room) ¥ There are 13 people looking at this hotel.

Latest booking: 1 hour ago

Price for 11 nights
&& Superior Double Room WWe have 5 rooms left! £2,353.65
T more room types

Search

Search propertles




An Example of RTB

|8 Family
[af UCL

& SJTU 16
|4 UCL 20+
|4 Shanghai Jiao Ton... 18
| @ London, United Ki_.. 20+
| University College... 20+

|#r Close Friends

|y@y Intern Beijing Microso..

GROUPS
W Wicrosoft Research C...

¥ Create group

INTERESTS

[E) Pages and Public Fig...

PAGES
[ Like Pages 1
®l Pages feed

o

"+ Create a Page...

DEVELOPER

| ] Search for people, places and things

Relevant ads on facebook.com

Bingkai Lin

43 mutual friends
1+ Add Friend

e ] Secret Escapes il Like Page

£50apes
¥ Sponsored

Find the best rates on handpicked hotels Zhaomeng Peng
10 mutual friends

A+ Add Friend

SPONSORED &l
247 London Hostel

nooking.com

Book & Savel 247 Londaon
Haostel, London.

Stale Marketing Stinks
emarketer.com

Freshen up with
eMarketer's reports, frends
& data on digital
marketing. Download
Today!

Secret Escapes | Exclusive Discounts

Get up to 7o% off luxury hotels and holidays.

Like - Comment - Share 2,327 135 &7 444

Enaglish (LK) - Privacy Cookies - Maore =

Terms



An Example of RTB

Even on supervisor’s homepage!
(User targeting dominates the context)

DR. JUN WANG

Computer Science, UCL

=1 About Me Contact Fublications Teaching Research Team Frospective Students Type text to search here

CIKM2013 Tutorial: Real-Time Bidding: A New Frontier of Computational
Advertising Research

fi July 30th, 2013 ) Comments of

Online advertising is now one of the fastest advancing areas in IT industry. In display and
mobile advertising, the most significant development in recent vears is the growth of Real-Timi
Bidding (RTB), which allows selling and buying online display advertising in real-time one ad
impression at a time. Since then, RTEB has fundamentally changed the landscape of the digital
media market by scaling the buying process across a large number of available inventories.
It also encourages behaviour (re-)targeting, and makes a significant shift toward buying London London
focused on user data, rather than contextual data. A report from IDC shows that in 201 larkplaza EEE&;'EE
global RTB based display ad spend increased by 237% compared to 2010, with the U.5." ki nisis
%2.2 billion RTB display spend leading the way. The market share of RTB-based spending

of all display ad spending will grow from 10% in 2011 to 27% in 2016, and its share of all
indirect spending will grow from 28% to 78%.

£13410 £87.00

Book now Book now

Scientifically, the further demand for automation, integration and optimization in RTE brings

U | IO TR | B S LT [ o R (R Y N 1 | U E S ——— i x| T T 2

London
Thistle Hotel

From
£223.38

Book now



RTB Display Advertising Mechanism

User Information c bluekai U
> Data Ser
User Demography: Management Profiling
Male, 26, Student Platform
User Segmentations:

London, travelling

1. Bid Request GO |e
Demand-Side [d-1selPage, context gl€ | o0.AdRequest
RTB_ Platform 2. Bid Response RTB 5 Ad
Strategles x (ad, bid price) Ad (with tracking)
Exchange
Advertiser 4. Win Notice . <100 ms
(charged price) 3. Ad Auction

/

6. User Feedback
(click, conversion)

e Buying ads via real-time bidding (RTB), 10 billion per day
* Areal big data battlefield



RTB: A Big Data Battle Field

* The daily volume of RTB platforms and the comparison with

finance institutes

DSP/Exchange
Advertising iPinYou, China

YOYI, China

Fikisu, US
Finance New York Stock Exchange

Shanghai Stock Exchange

Daily Traffic

18 billion impressions
5 billion impressions
32 billon impressions
12 billion shares

14 billion shares

Query per Second

Turn DSP 1.6 million

Google 40,000 search

It is fair to say that the transaction volume from display advertising has
already surpassed that of the financial market

Zhang, Haifeng, Zhang, Weinan et al. "Managing Risk of Bidding in Display Advertising”. WSDM 2017.
Shen, Jiangiang, et al. "From 0.5 Million to 2.5 Million: Efficiently Scaling up Real-Time Bidding." ICDM 2015.



Content of This Course

* Real-time bidding based display advertising
e User tracking and profiling
* Real-time bidding strategies

* Fraud detection



DMP: Data Management Platform

€ bluekai
User Information Data Us.e_r
Management Profiling
User Demography: Platf
Male, 26, Student atiorm
User Segmentations:
London, travelling
P
1. Bid Request GO Ie age
Demand-Side (user, page, context) 9 0. Ad Request
Platform 2. Bid Response RTB 5.Ad —
(ad, bid price) Ad (with tracking) .| — x
Exchange —
Advertiser 4. Win Notice _ <100 ms User
(charged price) 3. Ad Auction

/

6. User Feedback
(click, conversion)

« DMP is a data warehouse that stores, merges, and sorts,
and labels it out in a way that’s useful for marketers,
publishers and other businesses.



Cookie Sync: Merging Audience Data

1. GET: A.com
Cookie: {user_id=12345}

v

A.COM
) 2. 302 Redirect
Browser B.com?partner_id=A.com&sync_id=12345
3. GET: B.COM

B.com?partner_id=A.com&sync_id=12345

> User XYZ is known

Cookie: {user_id=XYZ} as 12345 on A.com

When a user visits a site (e.g. ABC.com) including A.com as a third-party tracker.

(1) The browser makes a request to A.com, and included in this request is the tracking
cookie set by A.com.

(2) A.com retrieves its tracking ID from the cookie, and redirects the browser to B.com,
encoding the tracking ID into the URL.

(3) The browser then makes a request to B.com, which includes the full URL A.com
redirected to as well as B.com’s tracking cookie.

(4) B.com can then link its ID for the user to A.com’s ID for the user2

https://freedom-to-tinker.com/blog/englehardt/the-hidden-perils-of-cookie-syncing/



Browser Fingerprinting

* A device fingerprint or
browser fingerprint is
information collected
about the remote
computing device for
the purpose of
identifying the user.

1000 -

100 4

ymity Set Size

Frequency or Anon

* Fingerprints can be
used to fully or partially T T e e e e
identify individual users
or devices even when 94.2% of browsers with Flash or Java

cookies are turned off. were unique in a study

Eckersley, Peter. "How unique is your web browser?." Privacy Enhancing Technologies. Springer Berlin Heidelberg, 2010.

Acar, Gunes, et al. "The web never forgets: Persistent tracking mechanisms in the wild." Proceedings of the 2014 ACM SIGSAC Conference
on Computer and Communications Security. ACM, 2014.



User Segmentation and Behavioral Targeting

* Behavioral targeting helps online advertising

* From user — documents to user — topics
* Latent Semantic Analysis / Latent Dirichlet Allocation

JYan, et al., How much can behavioral targeting help online advertising? WWW 2009
X Wu, et al., Probabilistic latent semantic user segmentation for behavioral targeted advertising, Intelligence for Advertising 2009



User Segmentation and Behavioral Targeting

700.00%
600.00%

BIP OLQ ©GSP ®WSQ

500.00%
400.00%

300.00%

200.00%

CTR improvement

100.00%

0.00%

20 40 80 160
# segments by k-means

* LP:using Long term 7-day user behavior and representing the user behavior by Page-views;
* LQ: using Long term 7-day user behavior and representing the user behavior by Query terms;
* SP: using Short term 1-day user behavior and representing user behavior by Page-views;

* SQ: using Short term 1-day user behavior and representing user behavior by Query terms.
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* Real-time bidding based display advertising
e User tracking and profiling
* Real-time bidding strategies

* Fraud detection



RTB Display Advertising Mechanism

€ bluekai
User Information
S Data
Management
User Demography: o g‘
Male, 26, Student atrorm

User Segmentations:
London, travelling

Page

1. Bid Request
(user, page, context) GO gle 0. Ad Request

Demand-Side
Platform 2. Bid Response RTB 5.Ad
(ad, bid price) Ad (with tracking)
& 7 Exchange
Advertiser 4. Win Notice <100 ms

3. Ad Auction

n (charged price)
Booking
N

6. User Feedback
(click, conversion)

e Buying ads via real-time bidding (RTB), 10B per day



Data of Learning to Bid

* Data
(x,1) b w ¢ y
(up, 1500x20, Shanghai, 0) 5 1 4 1
(down, 1200x25,Paris, 1) 4 1 3 0
(left,20x1000, Los Angeles, 2) 3 0 X X
(right, 35xX600, London, 3) 0 0 X X

* Bid request features: High dimensional sparse binary vector
Bid: Non-negative real or integer value

Win: Boolean

Cost: Non-negative real or integer value

Feedback: Binary



Problem Definition of Learning to Bid

* How much to bid for each bid request?
* Find an optimal bidding function b(x)

Bid Request
. . €«
Blddlng (user, ad, page, context)

Strategy

—>  Bid Price

* Bid to optimize the KPI with budget constraint
max KPI

bidding strategy

subject to cost < budget



Bidding Strategy in Practice

Bidding Strategy

Feature Eng. N Whitelist /
Blacklist Bid Request
Frequency < (user, ad,
Capping CTR/CVR page, context)
| Estimation
Retargeting AN
| Campaign
Budget T Pricing
Pacing Scheme > Bid Price
| ~
Bid Bid
Landscape Calculation




Bidc

A QLU

CTR,
CVR,
revenue

Ing Strategy in Practice:

antitative Perspective
Bidding Strategy
Bid Request
Preprocessing < (user, ad,
page, context)
v v
Utility Cost Bid landscape
Estimation Estimation
A 4 A 4
Bidding Function > Bid Price




Bid Landscape Forecasting

20000 - -
15000 -
Count Auction
10000 - Winning
Probability
5000 - |
— — — Month1
Month2
D - " L L "
0 100 200 300 0 1 2 3 4 >
Win bid Bid Amount in Virtual Currency
Win probability: Expected cost:

b szo zp(z)dz
w(b) = 2)dz c(b) = =2
0= 0=



Bid Landscape Forecasting

1 - - ——
(/_/_,di .- - 2.0t
0.8 -7 )
rd
1.5¢
. i/
Auction 0.6 y
Winning 04 f,“f B
Probability ™
0.2 ~ — — Month1 ||
Month2
0 : : : I 0.% L . : .
U 1 2 3 4 5 .0 0.5 1.0 1.135 2.0 2.5 3.0

Bid Amount in Virtual Currency

* Log-Normal Distribution

1 —(lnz—p)?
fs(z; pu,0) = e 202 x>0

TO\ 2T

[Cui et al. Bid Landscape Forecasting in Online Ad Exchange Marketplace. KDD 11]




Data Bias Problem for Bid Landscape

* If we directly count the probability from observed
market prices

Z(m,’y,z)eD 0(z < bz)
D

* The estimation is unbiased since the observed
market prices is always lower than the historic bid

Wo(beg) =

* Counterfactual case: example of WW?2 planes



Survival Model for Bid Landscape

e Kaplan-Meier Product-Limit method

n; — dj n; — d;
I(b,) = J J w(by) =1 —

b; wj <q ——
2  win 1 b, mn; d; —2 w(by) wo (by)
3 win 2 Z
2  lose X 1 8 0 1 1-1= 0
3 win 1 2 7 92 ] _2=2 2
3 lose X g g 3 ! 13 g
4 lose X 3 4 1 4 1 — 74 28 4

; | 531 41 4
3 win3 4 2 1 2 1 - 713 =%6 1
1 lose X




Survival Model for Bid Landscape

e Kaplan-Meier Product-Limit method

Wo(bg) =

Z(m’,y,z)ED d(z < by)

| D
UOMP

Estimated win probability

.............................................. UOMP =
‘o, - - KMMP
,,,,,,,,, ?””””mwwwm”m”, e FULL H
—  Truth
50 160 1_|50 260 2;30 300

bid price

Estimated win probability

- I

b <ba J
KMMP
1.5 iPinYou campaign 2259
osgl - ,,,,,,,,,,,,,,,,,,,, "/ ,,,,,,,,,,
0.6 -~ ,,,,,,,,,,,, //’ r ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
0.4+ - ', ............................. UOMP
o/ - -  KMMP
' :
e e S [ FULL
—  Truth
0.0 i i | ] .
50 100 150 200 250 300

bid price



Bid Landscape Forecasting

* Price Prediction via Linear Regression

T
_ AT 1 (Z@—ﬁ CU?;)
z=03"x+e¢ mgx E og @ -

— Modelling censored data in lost bid requests

J@Ta%j — bq:)

P(b; < 2) = cp( :

g Yo (22 2) g2

W 1€ L

[Wu et al. Predicting Winning Price in Real Time Bidding with Censored Data. KDD 15]



Survival Tree Models

. Feature weekday hour region city

— | kD 0.79 0.56 091 0.84
region 4
KLD = 0.91
adexchange weekday .
KLD = 1.25 KLD = 0.82 Node split
O O O O s
Clustering
categories
hour useragent city slotwidth
KLD = 0.71 KLD = 0.63 KLD = 0.96 KLD = 0.58
region hour
KLD = 0.57 KLD = 0.77

O O O O
\

[Yuchen Wang et al. Functional Bid Landscape Forecasting for Display Advertising. ECMLPKDD 2016 ]




Bidding Strategy in Practice:
A Quantitative Perspective

Bidding Strategy

Bid Request
Preprocessing < (user, ad,
page, context)
CTR, Utility Cost Bid landscape
CVR, Estimation Estimation
revenue
Y Y

Bidding Function > Bid Price

32



Bidding Strategies

* How much to bid for each bid request?

Bidding
Strategy

D —

—

Bid Request

(user, ad, page, context)

Bid Price

* Bid to optimize the KPI with budget constraint

max

bidding strategy

subject to

KPI

cost < budget



Classic Second Price Auctions

* Single item, second price (i.e. pay market price)
b
Reward given a bid: R(b) = f (r — 2)p(2)dz
0

Optimal bid: b* = max R(b)

OR(b)
oy (r —b)p(b)
IR(D)

o =0 = b" =1r Bidtrue value



Truth-telling Bidding Strategies

* Truthful bidding in second-price auction
* Bid the true value of the impression

Value of click, if clicked

* Impression true value = {
0, if not clicked

* Averaged impression value = value of click * CTR
* Truth-telling bidding:

bid = Tconv X CVR or bid = Tclick X CTR

[Chen et al. Real-time bidding algorithms for performance-based display ad allocation. KDD 11]



Truth-telling Bidding Strategies

bid = Tconv X CVR or bid = Tclick X CTR

* Pros
* Theoretic soundness
* Easy implementation (very widely used)

e Cons

* Not considering the constraints of
e Campaign lifetime auction volume
e Campaign budget

e Case 1: S1000 budget, 1 auction

* Case 2: S1 budget, 1000 auctions

[Chen et al. Real-time bidding algorithms for performance-based display ad allocation. KDD 11]



Non-truthful Linear Bidding

* Non-truthful linear bidding

predicted_CTR
base_CTR

* Tune base bid parameter to maximize KPI

* Bid landscape, campaign volume and budget indirectly
considered

bid = base_bid x

max KPI

bidding strategy

subject to cost < budget

[Perlich et al. Bid Optimizing and Inventory Scoring in Targeted Online Advertising. KDD 12]



ORTB Bidding Strategies

* Direct functional optimisation

winning function CTR

\ .
b(Jorrs = arg max N /9 O (5(0) o 0)

b() N .
bidding function

subject to Np / b(0)w(b(0))pe(0)df < B <— budget
6 N

Est. volume cost upperbound

 Solution: Calculus of variations

£(0),%) = [ ou(b(@)po0)do | boyuib@)po(@)a8 + 3

—0 | Mw(b(8)) = [9 - Ab(@)} a’lggzg))

[Zhang et al. Optimal real-time bidding for display advertising. KDD 14]

AL (b(0), \)
9b(0)




Bid Landscape: w(bid)

Win Rate
=
(]
=
|

| 1 |
0 100 200 300
Campaign 1 Bid

Win Rate
=
tn
=
|

1 |
0 100 200
Campaign 4 Bid

| |
0 100 200
Campaign 2 Bid

| |
0 100 200
Campaign 5 Bid

| | |
0 100 200 300
Campaign 3 Bid

| | |
0 100 200 300
Campaign 6 Bid

[Zhang et al. Optimal real-time bidding for display advertising. KDD 14]



Optimal Bidding Strategy Solution

Ow(b(0
Mw(b(8)) = [9 - ,\b(e)} (b))
Ob(H)
it 500 -
> 400 -
%0.?5— i
= 9O 300 parameter
S s 0=20
_gu_ao . 2 , — -
% % 200 - & on
80.25 -
= 100 -
0.00 - o- 1
0 100 S 200 300 0.0000 00005 00010 0.0015 0.0020
b bid price 0 KPI
(a) Winning function 1. (b) Bidding function 1.
b(60) c
w(b(0)) = m) Lopre1(f) =/ <0+ —c
c+ b(0) (6) A

[Zhang et al. Optimal real-time bidding for display advertising. KDD 14] 40



Optimal Bidding Strategy Solution

Ow(b(0))
ob(0)

Nw(b(0)) = [9 - ,\b(a)}

1.00 -
ey
=0.75 -
= ©
= O parameter
a a 200 - c=20
$0.50 - i)
e 5 — ¢=50
c @ L
'S &, c=80
e
B0.25- 100 -
El
0.00 -
I 1 | 1
0 100 _ _ 200 300 O.DUUU 0.00UJ U.{NTO 0.0UTJ- U.UUQO
b bid price 0 KPI
(a) Winning function 2. (b) Bidding function 2.
b*(6)

0+ V22 + 02\ 5 cA 3
K ) ) _(9+m)]

41

w(b(f)) = 21 02(0) m) Horre2(f) = C

[Zhang et al. Optimal real-time bidding for display advertising. KDD 14]



Optimal Bidding Strategy: the Analysis

200 -

150 -
Bidding function
@ — ORTB
= 100 - — I

50 =

Q-

I
0.0000

s I
0.0011 0.0020
6

Slight increase at low bids is more effective

Thus reduce the bids at high CTR or CVR

[Zhang et al. Optimal real-time bidding for display advertising. KDD 14]



Experiment

 We used iPinYou’s dataset

* 1-http://data.computational-advertising.org
* 9 Campaigns, 15M impressions, 11K clicks, 935 conversions

* Evaluated bidding strategies
* Const: Constant
 Rand: Random

* Mcpc: Bidding based on advertiser’s given max eCPC [Chen et
al. 2011]

* Lin: Linear to pCTR [Perlich et al. 2012]

 ORTB1, ORTB2: Optimal bidding strategies with two forms of
winning rate functions

[Zhang et al. Optimal real-time bidding for display advertising. KDD 14]



Offline Test Evaluation Flow

Bidding Engine

Test Environment

»Test Ends

Budget
---»  Cost 0. Initialise the bidding engine =———Test Starts
: Performance TestData |
: | T
! ! ..| If test data MNo
: : has next record?
: ¥ Yesl Get next record
. Bidding Strategy - 1-Bne Biequest One bid request 5.Go to
! Auction & ad features )
e e e S next
; Auction win price record

2. Bid price for
this bid request

User feedback

| Auction win price

Update the budget, cost

and performance

4. Win notice:
the charged price &
user feedback if win

"r User feedback

— 3. Auction Winning Checking

bid > winning price ?

Process flow —1—
Data dependency ---»

[Zhang et al. Optimal real-time bidding for display advertising. KDD 14]




Total Clicks

Overall performance: Optimizing Clicks

7500 - 30 -
5000 - S 20 -
3
b
2500 - 10 -

O__ P U_ _- L
I I I I I | I I I I
1

|
const lin mcpdortb1 ortb2 |rand const lin mcpclortb1 ortb2

1
rand

[Zhang et al. Optimal real-time bidding for display advertising. KDD 14]



Overall performance — Optimizing
Conversions

=~
n
I

n
o
|

Conversions

[\
n
|

U_. -

| |
const lin mcpilortb1 ortb2

|
laﬂd

[Zhang et al. Optimal real-time bidding for display advertising. KDD 14]




Unbiased Optimization

* Bid optimization on ‘true’ distribution

argbglax T /f Jw(b(f(x)))p:(x)dx

subject to T/ b(f(x))w(b(f(x)))ps(x)de = B
 Unbiased bid optimization on biased distribution

arg 1max ’UJ ( ) £
gbo g /f Bl ))ﬂ(b )i

subject to T /b(f(:;c))u*(b(f( )))u!(im%daj:B

[Zhang et al. Bid-aware Gradient Descent for Unbiased Learning with Censored Data in Display Advertising. KDD 2016.]



Unbiased Bid Optimization

30% ! | ! Click Number I?n‘fere!nce ! ! !

A/B Testing 25«

20%

onh Yahoo! 15%|-

10%}-
5%}

-5%

C5

200% CTR Ileferlence |

P ..
P e
s0%f—— [ e M
0%

Cl1 C2 C3 c4 C5 C6 c7 C8 Cc9 all

-y eCPC D|fference
[+]
0%
5%
-10%}|-
=15%|-
-20%|- : : : : : :
-25% | | | | | |

[Zhang et al. Bid-aware Gradient Descent for Unbiased Learning with Censored Data in Display Advertising. KDD 2016.]



Content of This Course

* Real-time bidding based display advertising
e User tracking and profiling
* Real-time bidding strategies

* Fraud detection



Fraud

* Reported by Interactive Advertising Bureau’s (I1AB)
in 2015

* Ad fraud is costing the U.S. marketing and media
industry an estimated $8.2 billion each year

* S4.6 billion, or 56%, of the cost to “invalid traffic”,
of which 70% is performance based, e.g., CPC and
CPA, and 30% is CPM based.

Interactive Advertising Bureau. What is an untrustworthy supply chain costing the us digital advertising industry?, 2015.



An Display Ad Example
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Leverage Third Party to Audit

User Information

User Demography:
Male, 26, Student

User Segmentations:
London, travelling
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* Typically, the counts of the DSP and Audit should be close

* Say 5%



A Good Story of Fraud Fighters

* http://www.rtbchina.com/inside-google-s-secret-
war-ad-fraud.htm




Ad Fraud Types

* Impression fraud

* where the fraudster generates fake bid requests, sells
them in ad exchanges, and gets paid when advertisers
buy them to get impressions

e Click fraud

* where the fraudster generates fake clicks after loading
an ad

 Conversion fraud

* where the fraudster completes some actions, e.g., filling
out a form, downloading and installing an app, after
loading an ad



Ad Fraud Sources

* Publisher driven: pay-per-view network

e User/robot driven: botnet



Pay-Per-View (PPV) Networks
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Possible Methods to Avoid PPV for
Advertisers

* Viewport size check: valid impressions will not be
displayed in a Ox0 viewport, which is invisible to
users

* A referrer blacklist, which checks if the traffic is
from the PPV networks

* A publisher blacklist, which avoids buying traffic
from publishers who participate in the PPV
networks



Botnets

* Botnets are usually built with compromised end
users’ computers.

 These computers are installed with one or multiple
software packages, which run autonomously and
automatically.

e Adware

BotnetsMaryam Feily, Alireza Shahrestani, and Sureswaran Ramadass. A survey of botnet and botnet detection. In 2009 Third
International Conference on Emerging Security Information, Systems and Technologies, pages 268—273. IEEE, 2009.



Adware Examples
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A Few Ways to Detecting Botnets

 Signature based detection, which extracts software
/ network package signature from known botnet
activities

 Anomaly detection of traffic

* DNS based detection, which focuses on analyzing

DNS traffic which is generated by communication of
bots and the controller

* Mining based detection, which uses Machine
Learning techniques to cluster or classify botnet
traffic



Data Mining based Fraud Detection

» Ad fraud detection is usually an unsupervised
learning problem and it is difficult to capture the
ground-truth

* Fully unsupervised learning

e Detect the fraud based on the revealed web structures
and human heuristics

* Semi-supervised learning

e Detect the fraud by training a predictor based on a very
small labeled data and large unlabeled data



Ad Fraud Detection with Co-visit
Networks

* Define a bipartite graph between users (browsers)
and websites
G=<B,W,E>
* B: users

e W: websites

e E£: the edge indicating whether the user has visit the
website over a specified time period

* The co-visit network is based on G

w=(Vw W, E=(z,y): 2,y € W,[Te(x) NTa(y)]/Ta(z) > n)

Ori Stitelman. Using co-visitation networks for detecting large scale online display advertising exchange fraud.KDD 2013.



Co-Visit Network Examples
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* The co-visit networks of Dec 2010 (left) and Dec
2011 (right) reported by Stitelman et al. [2013].

Ori Stitelman. Using co-visitation networks for detecting large scale online display advertising exchange fraud.KDD 2013.



Co-Visit Network for Fraud Detection

* Intuition: two websites’ user overlap is normally
very small

* High dimensional random vectors are almost vertical
(i.e. with cosine close to 0)

Ori Stitelman. Using co-visitation networks for detecting large scale online display advertising exchange fraud.KDD 2013.
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Co-Visit Network for Fraud Detection

* Intuition: two websites’ user overlap is normally
very small
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Ori Stitelman. Using co-visitation networks for detecting large scale online display advertising exchange fraud.KDD 2013.



Viewability Methods
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We developed a javascript to tracking each user’s behavior on browsing a

displayed ad

* Pixel percentage tracking: The displayed pixel percentage for rectangle ad
creative in the viewport

e Exposure time tracking: The exposure time is associated with a pixel
percentage threshold.

Weinan Zhang, Ye Pan, Tianxiong Zhou, and Jun Wang. An empirical study on display ad impression viewability measurements. arXiv 2015.



Viewability Methods
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* Results: (pixel > 75%, time > 2s) provided the highest average F1 score
and median F1 score

Weinan Zhang, Ye Pan, Tianxiong Zhou, and Jun Wang. An empirical study on display ad impression viewability measurements. arXiv 2015.



Summary of EE448
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Data Mining Intro
Fundamentals of Data
Basic DM Algorithms
Supervised Learning 1
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Supervised Learning 4

8. Unsupervised Learning

9. Search Engines
10. Ranking Information Items
11. Recommender Systems
12. Computational Ads
13. Behavioral Targeting

14. Poster Session



We focus on hands-on DM

Academia
Theoretical novelty

Hands-on
DM
experience

Industry Startup

Application
novelty

Large-scale
practice

e Get familiar with various data mining applications.

* Play with the data and get your hands dirty!



Thank You!
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